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Abstract 
MANETs are Vulnerable to malicious attackers because of their open medium and wide distribution of malicious attackers. Intrusion Detection 
System detects and reports the malicious activity in ad hoc networks. IDSs usually act as the second layer in MANETs.  
 
A detection system called Enhanced Adaptive Acknowledgement (EAACK) specially designed for MANETs. By the accepting MRA scheme, 
EAACK is capable of finding malicious nodes contempt the existence of the false misbehavior report and against other popular mechanisms in 
different scenario through simulation. Malicious attackers to falsely report nodes as malicious can produce the false misbehavior report.  
 
EAACK is an acknowledgment-based encroachment detection system. When measured over 40 % malicious nodes the routing overhead for 
EAACK (DSA) is 0.58% and Packet delivery ratio is 0.92% for the same.  This attack can be deadly to the entire network when the attackers 
break down sufficient nodes and thus cause a network division.  Hybrid Enhanced Adaptive Acknowledgement (HEAACK) which is proposed 
system adds cryptography mechanism such as RSA and Triple DES giving a secure network and thus the rate of data manipulation and network 
overhead decreases. 
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1. Introduction 
Due to increasing use of Mobile Ad-hoc Network (MANET) that is emerging as a very popular technology in the wireless 
network due to its dynamic topology and reduced cost with improved technology. Limited characteristics that make the Ad-hoc 
wireless networks, vulnerable to intruders and attacks that damage the integrity of the network. Providing security against the 
intruder is a challenging task in MANET. Therefore it is crucial to develop suitable intrusion detection scheme (IDS) to protect 
MANET from malicious attackers. RSA, Triple DES algorithms provides security to the data that is sent between  nodes when 
used on EAACK technology which is termed as Hybrid Enhanced Adaptive Acknowledgement (HEAACK). The EAACK system 
architecture is as mentioned in Fig.1 
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Fig.1 Enhanced Adaptive Acknowledgment 
1.1Background 
A Mobile Ad hoc Network (MANET) is collection of mobile nodes equipped with a wireless transmitter and a receiver 
that communicates with each other via bidirectional wireless links either directly or indirectly[1]. Various MANET’s routing 
protocols that are reported are as Fig.2  
 
 
 
 
 
 
 
Fig.2 MANET Routing Protocols 
 In our work Reactive type(AODV) protocol is used. MANET’S have various characteristics that are: 
a) Multi-hop communication 
b) Dynamic topology 
c) Constrained resources  
d) Nodes work as routers  
Proposed approach HEAACK is designed to tackle three weaknesses of Watchdog scheme namely, false misbehavior, limited 
transmission power, and receiver collision. The various Advantages of HEAACK are: 
a) Low cost of deployment: As the name suggests, ad-hoc networks can be deployed on the fly, thus demanding no 
expensive infrastructure such as copper wires, data cables, etc.  
b) Fast deployment: When conceded to WLANs, ad-hoc networks are very convenient purpose and easy to deploy 
requires less manual intervention since there are no cables involved.  
c) Dynamic Configuration: Ad hoc network configuration changes dynamically with time. For scenarios such as data 
sharing in classrooms, etc., this is a useful feature. When compared to configuration of LANs, it is very easy to 
change the network topology. 
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The disadvantages a) the open medium and remote distribution of MANET make it vulnerable to various types of attacks. 
MANET exchanges information from source to destination nodes [2]. Nodes communicate directly within their range otherwise 
indirectly rely on neighbors. Nodes act as routers to forward packets form each other. MANET is popular among military , sensor 
networks, industrial application etc. b) MANETs Vulnerable to malicious attackers because of open medium and wide distribution 
thereby they are is easily attacked to improve security they develop IDS. IDS detect and report the malicious activity in ad hoc 
networks.  
The existing system TWOACK scheme in MANET successfully solves the receiver collision and limited transmission power 
problems faced by Watchdog. However, the acknowledgment process required in every packet transmission process added a 
unwanted network overhead. Due to the limited battery power nature of MANETs, such process can easily degrade life span of the 
entire network [3]. The concept of adopting a hybrid technique in AACK greatly reduces the network overhead, both TWOACK 
and AACK still suffer from the problem that it fails to detect malicious nodes with the presence of false misbehavior reports a 
forged acknowledgment packets. 
To overcome existing system Hybrid Enhanced Adaptive Acknowledgment (HEAACK) is proposed which increases network 
security in simple MANET (AODV) protocol by using Digital signatures algorithms such as RSA and Triple DES. The existing 
Enhanced Adaptive Acknowledgment (EAACK) reduces the network routing overhead and detects malicious nodes in network. 
1.2 Applications 
Hybrid Enhanced Adaptive Acknowledgment main application is based on wireless networking in MANET’s. The set of 
applications for MANET is as large-scale, mobile, highly dynamic networks, to small, static networks that are constrained by 
power sources. Below are various HEAACK applications: 
a) Commercial Sector 
b) Local Level 
c) Personal Area Network (PAN) 
d) MANET-VoVoN 
e) Military Battlefield 
 
1.3 IDS Techniques 
 
There are several IDS techniques proposed to ensure secure communication of data packets in the network. They are as 
mentioned: 
a) Watchdog- proposes two techniques (Watchdog and Pathrater) that improve the network throughput having selfish or 
misbehaving nodes. Consisting of two techniques Watchdog and Pathrater. Watchdog serves as IDS cooperates with 
routing protocols. Detects malicious nodes by overhearing next hop’s transmission. A false counter is occurs if the next 
node fails to Forward the data packet [3]. When exceeds a predefined threshold node or marked it is malicious node. The 
drawback of watchdog are 1) ambiguous collisions, 2) receiver collisions 3) limited transmission energy, 4) wrong 
misbehavior report, 5) partial dropping [4]. 
 
 
b) AACK- It overcomes the two problems of watchdog and improves the performance of TWOACK by reducing the 
routing overhead while maintaining better performance [4]. AACK is a combination of TACK and ACK. It reduces 
network overhead, it fails to detect malicious nodes with false misbehavior report.[5] 
 
 
c) EAACK-Used to detect misbehavior in the network. It is a combination of ACK, Secure ACK (SACK) and Misbehavior 
Report Authentication (MRA).  ACK- It is a end-to-end acknowledgement scheme used to reduce network overhead 
when no network misbehavior is detected [6]. S-ACK- It is a version of TWOACK. It is used to detect misbehaving node 
in presence of receiver collision and limited transmission power. MRA- MRA is used to detect misbehaving node with 
presence of false misbehavior report.  
 
 
2 Proposed Work 
 
Earlier IDSs techniques in MANETs adopt acknowledgment-based scheme, including TWOACK and AACK etc. The function 
of such detection schemes largely depends on the acknowledgment packets [7]. Hence, it is very import to guarantee that the 
acknowledgment packets are valid and authentic as well as secure it. To this concern, a digital signature is introduced namely 
Hybrid Enhanced Adaptive Acknowledgment (HEAACK). 
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2.1System Architecture 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig.3 Hybrid Enhanced Adaptive Acknowledgment Architecture 
 
A powerful and light-weight technique enhanced Intrusion detection mechanism called HEAACK protocol using RSA & Triple 
DES algorithm which requires less cost, low power. EAACK consists of three major operations called: ACK, S-ACK & MRA. 
ACK is a end-to-end acknowledgment scheme. It acts as a part of the hybrid scheme in HEAACK, aiming to reduce network 
overhead when malicious node is detected in network [8]. In this method, if the receiver node does not sends the 
Acknowledgement within predefined time period, then ACK assumes malicious node may be present and switch it as to SACK 
part to detect the nodes.  
 
In S-ACK module, every three consecutive nodes in the route, the third node is required to send an S-ACK acknowledgment to 
first node packet. By introducing S-ACK mode is to detect misbehaving nodes in the presence of receiver collision or limited 
transmission power [9]. If malicious found, then MRA part suggests alternate path to the destination. When compared with other 
the TWOACK scheme, where the source node immediately trusts the misbehavior report, EAACK requires the source to switch to 
MRA module and confirm this misbehavior report. This is a vital step to detect false misbehavior report in our proposed scheme.  
 
Along with the above procedure add Cryptography mechanism such as RSA and Triples DES which secure the flow of data 
transmission in MANETs. Hence a secure network path will have less computation of data rates [10]. The above shown Fig.3 is 
architecture for both existing as well as proposed system known as Hybrid Enhanced Adaptive Acknowledgment.  
 
 
2.2 Proposed Algorithm 
 
a) EAACK: The EAACK algorithm defines an EAACK protocol to implement the stages within EAACK intrusion 
detection system. 
 
b) RSA/Triple DES Algorithms: To generate the digital signatures for the nodes. This algorithm does not require other 
data besides the signature itself in the verification process.  
 
 
Steps: 
 
While (True) Do Read Packet;  
Process it;  
If (receiver node) Then  
Send SAck packet to previous node  
Else 
 Start timer for PckID and wait for Sack packet to be received 
 If (SAck packet received in time)  
If (PckID in SAck in list)  
Sender Node initiates 
the data transmission 
The destination node 
reply back with ACK 
Enter into S-ACK 
If malicious node exists; 
enter into MRA 
MRA checks the route and 
send alternate path 
Add Digital signatures 
RSA & Triple DES 
Transmit Data  
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Remove PckID and its timer from list 
 Send SAck to previous node  
End  
Else  
Send PckID Data Packet to all neighbors’ and start timer and wait. 
 Receive acknowledgement from neighbor  
If (SAck packet is from next node)  
Remove PckID and its timer from list  
Send Sack to previous node  
     Else  
  Report next node as malicious node  
End While 
 
 
Above steps are used in EAACK. Thereafter various cryptography mechanisms are to be added like RSA and Triple DES as 
suggest in HEAACK [6]. 
 
 
2.3 Expected Outcomes 
 
a) Implementation of basic communication in MANET’s using AODV protocol. Considering various parameters :  
i. Area Coverage 
ii. Transmission 
iii. Power Required 
iv. Max. Speed of transfer 
v. Simulation time 
vi. Packet rate 
vii. Packet Size 
viii. Traffic Type 
 
b) Design & Implementation of EAACK mode of transmission of packets by introducing malicious nodes in the network. 
c) Implementation of RSA, Triple DES Algorithm in EAACK to detect malicious nodes. 
d) The source and destination nodes then exchange the simple Digital Signature according to the RSA and Triple DES 
algorithms. The signatures are then used to implement the three stages of EAACK mechanism which are termed as HEAACK. 
Implementation of Hybrid EAACK: HEAACK: With RSA & Triple DES. 
e) Then, among the nodes in the topology any of the two nodes are selected as the source and destination pairs and Analysis of  
Performance is measured among  various parameters as :   
i. Packet Delivery Ratio 
ii. Throughput 
iii.  Routing Overhead 
 
 
3 Results 
 
Considering a MANET network consisting of 9 nodes out of which 2 nodes are malicious nodes with AODV protocol. Sender and 
receiver are in communication mode i.e. packets are being transmitted among them. During transmission a malicious node get 
takes control and starts receiving data packets from sender which are being rerouted to attacker instead of receiver. Node 0 and 
node 9 marked in blue colors are initially set as sender and receiver; which are transmitting data packets in normal case i.e. 
without malicious node in network. In normal scenario the transmission or data communication is not attacked as seen in the 
below Fig. 4 
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Fig.4 MANET            Fig.5 rerouting through nearest path 
 
 
Fig.5 depicts the rerouting of Data packets through nearest node which is being diverted through node 8. Follow of data packets 
can be seen in Fig.5 under normal circumstances i.e. no malicious node has been acted over the network.  
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig.6 Packet drop due to malicious node.            Fig.7 Attacked by Malicious Node. 
 
 
When malicious node 1 is active in the communication between nodes 0 and 9, then the packets are dropped or being received by 
the malicious node 1 instead of receiver node 9 as seen in Fig.6. After packets is being dropped the malicious node 1 takes over 
the transmission over the receiver node 9 as seen in Fig.7 
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Fig.8 Network Overhead 
 
Overhead is an essential part for measuring network performance. Network overhead increases when packet size is increased. 
During packet size of 13.0000 * 10^3 network overhead is 68%; when packet size is 19.0000*10^3 network over head is 90% as 
compared from the above Fig.8.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig.9 Network Delay                                 Fig.10 Network Throughput 
 
Network delay in AODV protocol is highest i.e. 97% when packet size is 9.5000*10^3; delay reduces up to 30% when packet size 
is 3.5000810^3 as seen in above Fig.9. Throughput is 99% when packet size is between 50.0000 – 55.0000 *10^3 as seen in above 
Fig.10. 
 
 
4. Conclusion 
 
In the current work performance of MANET is measured by using various parameters such as Network Overhead, Delay and 
Throughput. The malicious code increases the Network Overhead, Delay and reduces Network Throughput. By adding HEAACK 
incorporates Digital Signatures such as RSA and Triple DES which can detect malicious node in network. HEAACK provides a 
secure network for data transmission. 
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